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ABSTRACT
The perfSONAR-based Multi-domain Network Performance
Measurement and Monitoring Workshop was held on Febru-
ary 20-21, 2014 in Arlington, VA. The goal of the workshop
was to review the state of the perfSONAR effort and cat-
alyze future directions by cross-fertilizing ideas, and distill-
ing common themes among the diverse perfSONAR stake-
holders that include: network operators and managers, end-
users and network researchers. The timing and organiza-
tion for the second workshop is significant because there
are an increasing number of groups within NSF supported
data-intensive computing and networking programs that are
dealing with measurement, monitoring and troubleshoot-
ing of multi-domain issues. These groups are forming ex-
plicit measurement federations using perfSONAR to address
a wide range of issues. In addition, the emergence and
wide-adoption of new paradigms such as software-defined
networking are taking shape to aid in traffic management
needs of scientific communities and network operators. Con-
sequently, there are new challenges that need to be addressed
for extensible and programmable instrumentation, measure-
ment data analysis, visualization and middleware security
features in perfSONAR. This report summarizes the work-
shop efforts to bring together diverse groups for delivering
targeted short/long talks, sharing latest advances, and iden-
tifying gaps that exist in the community for solving end-to-
end performance problems in an effective, scalable fashion.

1. INTRODUCTION
The perfSONAR [1] ecosystem is a broad activity focused

on multi-domain network performance measurement and mon-
itoring, with a particular emphasis on Research and Educa-
tion (R&E) networks. Widely deployed network measure-
ment through multi-domain frameworks such as perfSONAR
empowers the ability of users to have performance visibility
of their network-based applications. It eases the operational
burden on distributed cyberinfrastructure supporting data-
intensive scientific activities. perfSONAR is a vital cyber-
infrastructure component for many stakeholders. With a
broad range of participants and support, perfSONAR has
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emerged as a community of network operators, researchers
and users interested in gathering and providing network per-
formance. It has become a widely deployed infrastructure
with various software implementations and a focal point
for increasing end-to-end network performance visibility for
developing network-aware applications and next-generation
cyberinfrastructure.

Indiana University (PI Martin Swany) in collaboration
with University of Missouri-Columbia (Co-PI Prasad Calyam)
organized a NSF-sponsored perfSONAR workshop on Febru-
ary 20-21, 2014 in Arlington, VA. This workshop built upon
the momentum created in the first workshop that was suc-
cessfully held 8-9 July 2010 in Arlington, VA with support
from NSF and DOE. The goal of the workshop was to re-
view the state of the perfSONAR effort and catalyze future
directions by engaging in discussions among and across var-
ious perfSONAR stakeholders including network operators
and managers, application-oriented users and network re-
searchers, by cross-fertilizing ideas, and distilling common
themes.

The timing and organization for this workshop is sig-
nificant because there are an increasing number of groups
within NSF supported programs such as NeTS, CSR, DIBBs,
CC-IIE, GENI, FIA and BIGDATA that are dealing with
measurement, monitoring and troubleshooting of multi-domain
issues. These groups are forming explicit measurement fed-
erations using perfSONAR to address a wide range of is-
sues. In addition, the emergence and wide-adoption of new
paradigms such as software-defined networking are taking
shape to aid in traffic management needs of scientific com-
munities and network operators. Consequently, there are
new challenges that need to be addressed for extensible and
programmable instrumentation, measurement data analy-
sis, visualization and middleware security features in perf-
SONAR. The workshop built upon the potential to bring
together diverse groups for delivering targeted short/long
talks, sharing latest advances, and identifying gaps that ex-
ist in the community for solving end-to-end performance
problems in an effective, scalable fashion.

The workshop [2] was organized as a collaborative fo-
rum for discussion. It aimed to nurture a community of
like-minded technologists, including network researchers and
a broad spectrum of governmental, and educational net-
works at regional, national and international levels. A pre-
workshop reading list [1] [3] - [8] was selected by the Pro-
gram Committee (PC), and provided to the workshop par-
ticipants. The workshop had 60 participants, and 8 PC
members attended the workshop in person. Travel grants
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were awarded to 23 participants based on guidelines posted
on the workshop website that addressed inclusiveness and
participant diversity. Major themes of the workshop cen-
tered around the re-assessment of the perfSONAR com-
munity needs, latest community consensus on potential re-
search and development focus areas, and recommendations
to address the prominent open issues. Breakout sessions
were organized to discuss general questions below as well as
theme-specific ones listed in Sections 2 and 3:

• What are the latest perfSONAR advances and best
practices?

• What are the open questions in perfSONAR research
and development?

• What new perfSONAR solution investigations are needed
to benefit scientific users and network operators?

Multi-domain network performance measurement and mon-
itoring as realized by perfSONAR is a cross-cutting concern.
As such the topics discussed, the findings from the workshop,
and the recommendations in this report can be classified
as follows. Some aspects are focused on Research and De-
velopment (R&D) needs, addressing unanswered questions
through scientific inquiry and exploratory design for provid-
ing detailed algorithms to develop new perfSONAR exten-
sions that augment existing services. Other issues are clearly
related to Deployment and Community (D&C) needs, ad-
dressing deployment best practices with consensus on taxon-
omy and protocols, as well as initiating community actions
through training efforts targeted for application end-users
and network operators.

Following the above classification, the summary of the
major discussion themes, findings and recommendations of
the workshop are outlined below; they are intended to guide
community actions, funding priorities and future organiza-
tion of similar workshops.

2. RESEARCH AND DEVELOPMENT

2.1 Applications and Users

2.1.1 Challenges Discussed
The questions addressed by the workshop participants for

this discussion theme included:

• How can active and passive measurements collected
across multiple locations be combined to improve un-
derstanding of end-to-end performance status, and to
predict network health or detect anomalies? Are there
specific challenges that arise at large-scale analysis of
multi-domain performance data sets? (Operator use
of data)

• How can multi-layer measurements (e.g., optical layer,
application layer) and network topology information
be leveraged to quickly perform root-cause analysis
of performance bottlenecks within perfSONAR-aware
data-intensive application workflows? (Application use
of data)

• What kind (e.g., metrics, timescales) of measurement
data is missing in perfSONAR deployments that limit
the development of analytical models and statistical

techniques for bottleneck diagnosis? (Research use of
data)

• What types of measurements are needed to best under-
stand ongoing change at the application layer, includ-
ing cloud services (e.g., Dropbox), streaming video,
and the push to move content closer to screens?

2.1.2 Salient Findings
One of the main consumers of multi-domain measure-

ments are the users of applications that have big-data move-
ment scenarios. These users have the need to monitor and
troubleshoot end-to-end network performance using suitable
analysis and visualization methods. Moreover, they are in-
terested in the estimation of actual transfer times, and pre-
sume that active or passive measurements can indicate end-
to-end transfer throughput for specific paths. One problem
with using active measurements (e.g., from BWCTL tool)
is that the end-to-end path between file transfer servers
could be different from the path between the perfSONAR
measurement servers. The definition of “end-to-end” for
a user could mean ‘application process’-to-‘application pro-
cess’, which necessarily includes end-host components such
as GridFTP usage logs, CPU, memory, disk I/O, as well as
network switch/router components.

2.1.3 Recommendations
Research efforts that involve collaboration between net-

working researchers and file-transfer application developers
should be encouraged. These efforts could integrate mea-
surements collected through perfSONAR into end-applications
such as GridFTP for comparison and analysis of throughput
experienced by application data transfers with the through-
put reported by perfSONAR-initiated test traffic transfers.
Such insight could help big-data users to obtain insights re-
garding what throughput levels to expect on a given data
path, and seek administrator support to improve their trans-
fer rates, if needed. Efforts that create a common vocabulary
and shared understanding regarding relevant measurements
for specific end-user applications will further improve the
collaboration between application users and network engi-
neers. To supplement the performance intelligence, mea-
surement data from lower layers such as optical circuit layer
also can be integrated.

2.2 Large-scale perfSONAR

2.2.1 Challenges Discussed
The questions addressed by the workshop participants for

this discussion theme included:

• How can measurement methods and tools be effec-
tively calibrated before and during tests? How can
network and host effects be separated? What can be
done when no ground-truth measurements are avail-
able?

• How can existing measurement techniques be scaled
up to increasing bandwidth? How can the bottlenecks
be effectively addressed via hardware (e.g., GPU), soft-
ware (e.g., PF RING), and algorithmic (e.g., sampling)
mechanisms?

• How can measurements be scheduled and deployed at
large-scale to quickly and accurately identify, localize,
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and recover from performance problems? What kinds
of probing algorithms are most effective for detecting
and localizing performance anomalies in lightweight,
adaptive ways?

• What are the gaps in approaches to collecting (e.g.,
for real-time analysis) or sharing reliable measurement
data sets that can be used for automated analysis, vi-
sualization and problem notification? Are there ground
truth finding challenges that can be solved with proper
deployment of vantage points obtained via perfSONAR?

2.2.2 Salient Findings
Wide deployment of perfSONAR enjoys the “network ef-

fect” of increasing value proportional to the square of con-
nected users, known as “Metcalfes law”. However, with
the number of successful perfSONAR deployments recently
crossing 1200 instances, the complexity of managing commu-
nity expectations is bound to significantly increase. Also,
there is a dearth of studies that focus on techniques and
strategies for coping with extremely large-scale of perfSONAR
infrastructural components that could potentially support
diverse measurements in enterprise and home networks.

2.2.3 Recommendations
There is a need for studies that target large-scale auto-

mated measurement configuration, automated data synthe-
sis and analysis for autonomic adaptation of the measure-
ment system and other network-aware application systems.
For example, an analysis study that combines active mea-
surements of latency (from OWAMP measurements) with
passive measurements of high-rate large-sized flows (recon-
structed from NetFlow/sFlow) could recommend redirection
actions (e.g., through use of SDN) to network operators.
The actions could enable effective management of traffic-
engineered, QoS-controlled paths and also could be useful
to defend against cyber attacks.

2.3 Performance Visibility

2.3.1 Challenges Discussed
The questions addressed by the workshop participants for

this discussion theme included:

• How can measurements across multiple layers be com-
bined to improve understanding of network performance,
and to detect anomalies? How can multi-layer mea-
surements be used to better understand network topol-
ogy and performance implications?

• How can measurements across multiple domains be
combined to develop a coherent picture of path per-
formance?

• How can non-app-layer measurements be developed
to better predict and assess expected application-level
performance and user QoE?

• What kinds of measurement algorithms and mecha-
nisms are needed to support detection and localization
of traffic discrimination, censorship, and misconfigured
or poorly performing middleboxes?

• Are there new challenges to be addressed (e.g., in lookup
services for archive discovery and search; finding the

closest measurement point for on-demand tests) for
finding federated measurement data sets for analysis
and visualization?

2.3.2 Salient Findings
The current performance visibility obtained from perf-

SONAR is only a fraction of what is possible in todays net-
works that are becoming more complicated with an amazing
rate due to proliferation of virtualization, cloud computing,
and an ever more diverse set of connected devices (Internet
of Things). For network operators and service providers,
a key performance visibility problem that still needs explo-
ration is ‘fault isolation’, i.e., to determine if a particular
provider’s network, and more specifically a link or router
within that providers network that is the source of poor ap-
plication performance or complete loss of service.

2.3.3 Recommendations
Fundamental research and exploratory architecture and

design studies for perfSONAR extensions should be pursued.
Examples of extensions can include algorithms that can cor-
relate data from diverse measurement sources for fault/poor
performance cause isolation on multi-domain paths. Addi-
tionally, techniques for real-time prediction of traffic pat-
terns, or effects of failure events or security attacks based
on available multi-domain measurement data would be use-
ful to network operators. Such real-time techniques could
generate triggers of important network events that can be
communicated (using a protocol such as XMPP) to any ap-
plications or services that subscribe to receive such triggers
from a measurement system.

2.4 Shared Measurements

2.4.1 Challenges Discussed
The questions addressed by the workshop participants for

this discussion theme included:

• What are social networking or multi-institution collab-
oration challenges to be addressed with measurement
federation data collection, sharing and archival, as well
as analysis/visualization tools sustainability?

• Are there other interoperable multi-domain measure-
ment frameworks being used other than open-source
perfSONAR?

• Are there any measurement federation standardization
efforts or measurement archive creation tools needed
for any specific measurement framework interfaces that
can help analysis and visualization?

2.4.2 Salient Findings
Essential measurement functions include: obtaining in-

formation regarding measurement points to initiate multi-
domain measurements, or finding federated measurement
data archives for analysis and visualization. There are lookup
services currently supported in the perfSONAR community
that allow measurement domains to register their measure-
ment points and archives for wide access. Currently we have
public data (data posted in publicly accessible archives), and
private data (data that is shared in small cliques), and there
is an increasing need to have a middle ground to exchange
measurement data within federated infrastructures. Other
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unaddressed challenges identified with respect to these ser-
vices include the fact that - for effective use of multi-domain
measurements, the domain (autonomous system) providing
the measured data and the software generating the data
should be evaluated with respect to trust factors (e.g., prove-
nance of the measurement data) and accuracy factors (e.g.,
calibration status of measurement tools that impacts data
quality).

2.4.3 Recommendations
Measurement data trust and accuracy management stud-

ies should be pursued that leverage and expose sources of
“ground truth” to validate the measurements obtained from
inter-domain perfSONAR deployments. For example, GridFTP
transfer logs provide an external source (outside of the mea-
surements collected by perfSONAR tools) for throughput
measurements in conjunction with BWCTL measurements
from measurement servers that are close to GridFTP servers.
Additionally, studies could explore how “incentives” can be
assigned for a federation domain that is more disciplined
in collecting and disseminating accurate measurement data.
Data sharing portals could be setup as an online space for
measurement data exchange amongst “friend domains” who
setup and manage their trust relationships and incentives
in a distributed manner. These portals could function as a
‘Facebook’ like website for exchanging network performance
data with lightweight, fine-grained access control within the
federation. Several uses cases are possible with such shar-
ing, e.g., casual sharing of near-public data, closer sharing
of non-public data for network/cyber-attack diagnosis, and
tight sharing of detailed data to author papers.

3. DEPLOYMENT AND COMMUNITY

3.1 Use Cases

3.1.1 Challenges Discussed
The questions addressed by the workshop participants for

this discussion theme included:

• When was your sites first perfSONAR instance de-
ployed? What was the initial motivation for deploy-
ment? How has your initial motivation evolved over
time?

• Do you have a Science De-Militarized Zone (DMZ) [8]?
If yes, how is perfSONAR being deployed within your
Science DMZ? How is perfSONAR being integrated
across your enterprise edge and core networks?

• How to obtain measurements from edge systems that
are key vantage points (e.g., cellular, WiFi, home net-
works), but to which we have very limited access? How
can the accuracy of measurements from domains out-
side one’s control be gauged and calibrated?

• How can measurement data analytics be leveraged to
detect and defend against various kinds of cyber at-
tacks?

• Are there special needs for measurement data visu-
alization dashboards and notification mechanisms for
leveraging perfSONAR within campus Science DMZ
environments?

3.1.2 Salient Findings
The initial motivation to use perfSONAR for many was

to provide network measurement for network engineers i.e.,
as a different approach to monitoring than what was tra-
ditionally used on a campus or network. Over time this
focus has shifted more toward end-to-end use cases, and use
by end-users, instead of just operations staff using to mon-
itor the network core. End-users are increasingly becoming
an impetus for deployment of perfSONAR within their do-
main, instead of the operations team, as they had heard
or used the tools with colleagues through scientific collab-
oration. Operations, research, and end-user communities
are relying on perfSONAR to deliver accurate observations
about key network metrics, and facilitate long term and ad-
hoc invocations to assure operational soundness and manage
expectations. New use cases for campus users (e.g., those
with a Science DMZ, and perhaps access to a nationwide
VLAN service) are making testing to specific remote desk-
top machines vital. Nevertheless, the core motivation to use
perfSONAR is still to debug end-to-end problems.

3.1.3 Recommendations
More capabilities that are useful to end-users (and not

just operators) should be developed in perfSONAR exten-
sion development efforts in order to meet the shift in use
cases compared to the use cases targeted in the original de-
sign. It is a duty of the community, and a task for the
current core developers/researchers, as well as those funded
in perfSONAR-related projects, to address the shifting re-
quirements to ensure the life cycle of the perfSONAR soft-
ware. Operational use must continue to be encouraged and
fostered, or the product will only be useful to a small pop-
ulation that doesn’t directly control the network.

3.2 Software-defined Monitoring

3.2.1 Challenges Discussed
The questions addressed by the workshop participants for

this discussion theme included:

• What new measurement challenges are posed by SDN?
Are different tools needed to verify performance over
SDN-managed paths?

• Are there new measurement data analysis and visual-
ization capabilities that need to be explored for SDN-
managed paths or hybrid cloud computing or Big Data
environments?

• Will perfSONAR need to fundamentally change any-
thing to work well in SDN/Hybrid environments? If
not, what strengths does it bring to these environments
that may not be realized in the SDN community just
yet?

• sFlow is an emerging way to gather performance data
from switches capable of delivering it - how would this
technology benefit the perfSONAR community?

3.2.2 Salient Findings
For many years people have been told that firewalls and

other encompassing protection mechanisms are needed for
general operations. With the new operational architectures
that are emerging with Science DMZ and SDN adoption,
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network operators and service providers are forced to think
more about the specific data, services, and devices that need
protection on a case-by-case basis, instead of as one unit.
Such a paradigm shift of how network infrastructures are
being designed and operated has caused complications for
tools like perfSONAR, which must change to provide ade-
quate views into the changing network and user behaviors.

3.2.3 Recommendations
To meet the needs of new operational use cases of perf-

SONAR, configurability of perfSONAR when used in Sci-
ence DMZ and SDN environments must be deeply explored.
Particularly, perfSONAR must be standardized to jointly
function with SDN in cases where there is a potential to
discover change in network topologies and to dynamically
alter testing behavior or application resource provisioning.
To further elaborate, SDN support within perfSONAR must
be developed with community and industry vendor inputs
in order to enable integration with SDN controllers, adapt-
ability to changing topologies and monitoring requirements,
and most importantly, to expose key metrics related to SDN
control in diverse application scenarios. While perfSONAR
enabled monitoring for SDN has several challenges, we re-
mark that there are a unique set of challenges of adopting
perfSONAR in Science DMZs that involve federated access
to compute and network resources involving multiple end-
site resources. Efforts should be encouraged to make new
APIs for perfSONAR in common languages, and documen-
tation should accompany with detailed examples on how to
use the APIs. Current work in perfSONAR on a JSON
API for all services could be used as a foundation for future
related efforts. Development efforts on standard APIs to
access measurement archives could be pursued to meet the
challenges in analyzing data with varied data structures, and
collected using different measurement methods.

3.3 Security Assessments

3.3.1 Challenges Discussed
The questions addressed by the workshop participants for

this discussion theme included:

• What areas do you think should be addressed with
regard to security and policy issues in environments
where perfSONAR is deployed? Do you feel the soft-
ware itself is written in an insecure/untested manner,
the deployment lacks sufficient policy to protect po-
tentially private information, or the general posture
of monitoring ignores security in deference to perfor-
mance?

3.3.2 Salient Findings
There are on-going concerns in the community regard-

ing the risks of deploying perfSONAR software (e.g., will
it pass integrity scans? or does it make my network more
vulnerable for cyber attacks?). Although there are avail-
able documents regarding the process of security and best
practices for testing as they pertain to perfSONAR, there is
a need to enumerate more information in suitable publica-
tions and community interactions. On the general issue of
security, there is agreement in the community that this is a
local choice, and the perfSONAR core team is making good
progress to assure users that there is not a specific risk of

deploying a perfSONAR measurement server, beyond that
of any other server.

3.3.3 Recommendations
The perfSONAR community should produce a security

BCP (Business Continuity Planning) document that describes
risks and mitigations for the data, services, and hosts and
keep this document in a public location. Efforts should be
made to solicit input and authorship from key stakeholders
including security researchers, and community members re-
garding potential security issues with the software and pro-
tocols to keep the document updated and relevant. In addi-
tion, there should be efforts to integrate perfSONAR with
like-minded community projects that are focused on network
and host security. Further, the perfSONAR community and
development team should regularly spend time considering
the risks and mitigation strategies for hosts running the lat-
est software version, particularly if the adoption curve is to
continue upward.

3.4 Operations Training

3.4.1 Challenges Discussed
The questions addressed by the workshop participants for

this discussion theme included:

• perfSONAR is an open source effort that is deployed
in over 250 domains around the world. Are you per-
sonally aware of the community discussion lists? If the
answer is yes, do you participate and do you find these
resources valuable? How else to enhance perfSONAR
user and developer community engagement?

• Major extensions to the product may require special-
ists. Do you have any suggestions for recruiting vol-
unteers and/or identifying funding sources to support
the development/extensions?

3.4.2 Salient Findings
There is agreement in the community that initial setup

and configuration of perfSONAR is not the problem any-
more, and the current installation methods make the soft-
ware deployment as simple as possible. However, there is a
steep learning curve to using perfSONAR effectively, which
has been an adoption challenge. Interpretation of the mea-
surement data time series, to actually find and evaluate net-
work performance, still remains a challenge without a knowl-
edgeable engineer available. There is also a clear gap in the
availability of intelligent analysis tools that can combine the
results of multiple perfSONAR metrics, from multiple points
of view, to identify complicated performance problems and
suggest realistic solutions.

3.4.3 Recommendations
Training efforts for operators and end-users are vital to

foster continued adoption and long-term effective use of perf-
SONAR. Potential diverse user groups identified for perf-
SONAR include network operators, users of big-data move-
ment applications (such as scientists), K-12 schools, and IT
leadership, economic analysts and policy makers (lawyers,
CIOs). Regular interactions between the novice user com-
munity and the perfSONAR steering group, as well as power
users of perfSONAR are required. Efforts by ESnet to build

ACM SIGCOMM Computer Communication Review 33 Volume 45, Number 3, July 2015



the Fasterdata knowledge base, hold community-specific in-
structional webinars, and joint efforts with the Indiana Glob-
alNOC and Internet2 to form the OIN workshop series are
a vital and necessary community service. More such efforts
should be supported by funding agencies through for e.g.,
cyberinfrastructure related funding programs that encour-
age campuses to create a ‘Cyberinfrastructure Champion’.
The expertise can foster larger scale adoption of perfSONAR
and location-specific support structure to use measurement
utilities more effectively for data movement and other high-
performance networking needs.

4. CONCLUSION
The perfSONAR deployment numbers from the registra-

tion service, and community evidence, continue to show the
overall value of the measurement tools/software for localized
network operations and end-to-end performance assurance
across network domains that join measurement federation
efforts. There were many success stories discussed during
the workshop breakout sessions that provided clear evidence
of the relevance of perfSONAR for music, video QoE and
data-intensive applications in scientific communities. More-
over, there were guest talks [2] from several thought leaders
in research and from Federal Communications Commission
(FCC) that went beyond the current focus of perfSONAR.
They challenged the relevance of perfSONAR in light of new
developments in network performance for broader use (e.g.,
for measuring network reliability or home-network perfor-
mance), and even public policy guided by broadband net-
work measurements at consumer sites.

perfSONAR capabilities are facing new challenges with
the emergence of Science DMZ and software-defined net-
working integration in enterprise cyberinfrastructure envi-
ronments. Continued development by the core team, and
funding to encourage external parties to use and develop
perfSONAR extensions, and future versions of perfSONAR
workshops to engage the community such as this particular
workshop, will ensure increased adoption and usefulness of
perfSONAR in the coming years.
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