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ABSTRACT
Real-time Anomaly Detection Systems (ADSs) use packet
sampling to realize traffic analysis at wire speeds. While re-
cent studies have shown that a considerable loss of anomaly
detection accuracy is incurred due to sampling, solutions
to mitigate this loss are largely unexplored. In this paper,
we propose a Progressive Security-Aware Packet Sampling
(PSAS) algorithm which enables a real-time inline anomaly
detector to achieve higher accuracy by sampling larger vol-
umes of malicious traffic than random sampling, while ad-
hering to a given sampling budget. High malicious sampling
rates are achieved by deploying inline ADSs progressively on
a packet’s path. Each ADS encodes a binary score (mali-
cious or benign) of a sampled packet into the packet before
forwarding it to the next hop node. The next hop node
then samples packets marked as malicious with a higher
probability. We analytically prove that under certain re-
alistic conditions, irrespective of the intrusion detection al-
gorithm used to formulate the packet score, PSAS always
provides higher malicious packet sampling rates. To em-
pirically evaluate the proposed PSAS algorithm, we simul-
taneously collect an Internet traffic dataset containing DoS
and portscan attacks at three different deployment points
in our university’s network. Experimental results using four
existing anomaly detectors show that PSAS, while having
no extra communication overhead and extremely low com-
plexity, allows these detectors to achieve significantly higher
accuracies than those operating on random packet samples.

Categories and Subject Descriptors
C.2.0 [Computer Systems Organization]: Computer-
Communication Networks—Security and protection.

General Terms
Security, Measurement.

Keywords
anomaly detection, packet sampling, denial-of-service (DoS),
portscan.

∗This work is supported by the Pakistan National ICT R&D
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1. INTRODUCTION
The last few years have witnessed an exponential increase

in the volume and sophistication of network attacks. To
combat these rapidly evolving attacks, design of accurate
Anomaly Detection Systems (ADSs), which can detect zero-
day (previously unseen) attacks, has received significant at-
tention with commercial ADSs now experiencing widespread
deployments. In view of the unprecedented traffic volumes
observed on contemporary enterprise networks and due in
part to the stringent memory and complexity constraints of
network devices, it is not possible for a real-time ADS to
examine every packet in detail. Packet and flow sampling,
originally proposed for network monitoring applications, are
now being used to reduce the amount of data to be analyzed
by a real-time ADS [1, 2]. Commercial ADS products are in-
tegrating sampling and anomaly detection algorithms in the
routing fabric in order to achieve high-speed and truly-inline
anomaly detection in real-time [3]–[6].

Packet sampling is an inherently lossy process which pro-
vides an incomplete and biased approximation of the un-
derlying traffic. While minimization of estimation error on
flow statistics is well-investigated [7]–[10], there have only
been a handful of studies on the impact of packet sampling
on anomaly detection [11]–[14]. While these studies unan-
imously agree that packet sampling can introduce signifi-
cant accuracy degradations in an ADS, solutions to mitigate
this accuracy loss are largely unexplored in research liter-
ature. The seminal paper in this domain concluded that
[12]: “anomaly detection algorithms can be improved under
sampling if the information loss and distortions is compen-
sated or better avoided. Another relevant open question
is whether correlating sampled traces from multiple van-
tage points could improve the anomaly detection process at
relatively low sampling rates, hence avoiding the need for
detailed packet trace collection.”

In this paper, we propose a solution to simultaneously
address these open problems by enabling an inline ADS to
achieve higher accuracy under sampling by correlating traffic
from different points of deployment in a network. Specifi-
cally, as opposed to prior studies which spatially distribute
ADSs in a network [15, 16], we propose that ADSs are de-
ployed progressively on nodes on a packet’s path. We then
allow these ADSs to communicate with each other by encod-
ing their binary score (malicious or benign) of the packet in-
side the packet’s header before forwarding it to the next hop
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node. The ADS operating at the next hop uses this score as
side information for packet sampling and anomaly detection.
This binary side information can be effortlessly encoded in-
side IP packets, thus allowing different nodes to collaborate
without any additional communication overhead.

We show that this simple collaboration model, referred to
as Progressive Security-Aware Sampling (PSAS) in this pa-
per, enables inline anomaly detectors to achieve significantly
higher accuracies by mitigating the information loss under
sampling. First, we empirically show that, for a fixed sam-
pling budget, an increase in the amount of malicious traffic
in the sampled subset induces at least a linear, and mostly
a much faster than linear, improvement in an ADS’ accu-
racy. To achieve these accuracy dividends, we propose the
PSAS algorithm which samples packets marked as malicious
with higher probabilities, while adhering to a given packet
sampling budget. We analytically compare security-aware
and random sampling for a fixed sampling budget. This
comparison reveals that, regardless of the ADS algorithms
employed by each node, PSAS samples considerably more
malicious packets at each node than blind random sampling.

To evaluate accuracy dividends and complexity of the pro-
posed PSAS algorithm, we collect a labeled dataset of In-
ternet attack traffic at three different points of deployment;
these attacks include DoS and portscan attacks launched
at varying rates. Using this dataset, we input randomly
sampled and security-aware sampled traffic to four exist-
ing anomaly detectors [17]–[20]. ROC-based performance
evaluation substantiates that security-aware traffic samples
enable the anomaly detectors to consistently achieve signifi-
cantly higher accuracies than random packet samples. These
accuracy improvements are sustained for both low and high
rate attacks. Moreover, we show that, in addition to having
no additional communication overhead and memory require-
ments, PSAS’ run-time complexity is comparable to random
sampling.

2. RELATED WORK AND DESIGN CON-
STRAINTS

Most network anomalies tend to persist over time and are
detected by performing sophisticated statistical analysis on
a time-series of network parameters. In this context, packet
and flow sampling techniques can have a serious adverse
affect on the accuracy of the ADSs that are operating on
the sampled traffic. Mai et al. [11] evaluated the impact
of packet sampling on three portscan detection algorithms
and concluded that packet sampling is an inherently lossy
process which provides an incomplete and biased approxi-
mation of the underlying traffic. This work was extended in
[12] and the affect of sampling was analyzed using four pop-
ular sampling techniques; random packet sampling, random
flow sampling, sample-and-hold [21], and smart sampling
[22]. Three anomaly detectors [23]–[25] were used to cover
broad categories of volumetric and portscan detection. Re-
sults showed that all sampling algorithms adversely affect
both volumetric and portscan anomaly detectors. Similarly,
it was shown in [13] that the accuracy of an ADS is depen-
dent on the rate of sampling when flow-based metrics are
used. Brauckhoff et al. [14] analyzed the volume and fea-
ture entropy metrics and showed that packet sampling does
not have much impact on volumetric packet counts but can
introduce significant bias in flow counts. Feature entropies

are also disturbed but the traffic pattern is generally visible.
A common approach followed by existing work is to use

multiple ADSs on a single hop [26]–[28]. However, if the
sampled subset of traffic is not representative of the over-
all traffic trends (e.g., does not contain enough malicious
packets), then adding more ADSs on the same node will
not increase an improvement in accuracy. Our focus on this
work is to improve the sampled subset to facilitate the ADS
deployed on a node. Hence, the multiple ADSs based detec-
tors can also benefit from using a security-aware sampler.

The biased and incomplete traffic captured by a packet
sampler when input to an anomaly detector induces an un-
desirable loss of accuracy, thereby compromising the pur-
pose for which the traffic was being sampled. Intuitively,
an ADS operating on sampled traffic would want to operate
on as much malicious data as possible. Therefore, instead
of the security-unaware or blind packet/flow samplers, we
need to design security-aware packet sampling algorithms.

In view of the above discussion, we concern ourselves
with security-aware packet sampling for an inline and real-
time ADS. Due to our focus on real-time anomaly detection
(which is typically integrated with the routing fabric), we
do not consider flow sampling algorithms in this work.1

The main design constraints that a practical security-
aware sampler should satisfy are: 1) It should sample high
volumes of malicious traffic; 2) It should be generic or algorithm-
independent so that it can be seamlessly integrated with any
anomaly detector; 3) It should have low (if any) communi-
cation overhead to allow inline realization; and 4) It should
have low complexity2 to facilitate its real-time implemen-
tation. Consequently, while we will allow our approach to
incorporate some changes to the nodes’ operation and for
some information to be communicated between nodes, these
changes must have very low complexity and communication
overhead.

3. ATTACK TRAFFIC DATASET AND
ANOMALY DETECTION ALGORITHMS

For the present problem, we needed a traffic dataset that
meets the following requirements:

• Attack traffic is captured as it passes through different
points in a network;

• At each deployment point, benign (background) and
attack data had to be labeled accurately to allow ju-
dicious evaluation of the impact of sampling on ADS
accuracy;

• For comprehensive performance evaluation, we needed
attacks of different types (DoS, portscan, etc.) and
rates;

• For repeatable performance benchmarking by future
studies, the dataset had to be publicly available; and

1While some recently-proposed real-time flow sampling al-
gorithms [29]–[32] can also benefit from the proposed PSAS
algorithm, we do not consider them in this paper because
they will introduce undesirable communication overhead be-
tween communicating nodes.
2We define complexity in terms of run-time complexity and
memory usage.
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Table 1: Background Traffic Information During Attacks

Attack Name Attack Characteristics Attack Rate

Background Traffic Statistics at Attack Time
(pkts/sec)

Endpoints Lab Router Wing Router
(pkts/sec) µ σ µ σ µ σ

0.1 151.4 115.3 897.8 440.6 2646.6 578.2
ICMP Random dest IP addr 1 201.8 114.3 963.6 140.2 2948.4 371.1

Protocol Unreachable Fixed src IP addr 10 202.2 59.1 1211.2 309.2 3305.2 340.7
Portscans 100 264.8 117.5 2310.9 907.5 6495.8 3075.6

1000 212.0 50.9 937.7 144.0 3082.1 279.3
0.1 360.9 96.0 809.3 144.8 2255.7 341.8

ICMP Random dest IP addr 1 377.1 166.8 1037.5 417.0 5381.6 2409.0
Path MTU Discovery Fixed src IP addr 10 394.9 84.3 962.7 151.9 3242.6 550.5

Portscans 100 377.0 93.4 515.1 224.0 1893.9 255.6
1000 430.8 83.1 899.6 105.1 3242.5 222.1

Random dest IP addr 0.1 576.7 94.5 1184.6 138.2 2462.9 474.4
TCP-SYN Fixed src IP addr 1 549.4 146.8 1487.2 265.0 3002.6 398.0
portscans Two distinct attacks: 10 534.0 81.9 1645.5 180.9 3325.2 397.7

First scan on port 80, 100 555.5 67.3 1244.6 188.1 6100.0 2492.4
Second scan on port 135 1000 698.8 96.3 1253.9 138.4 3084.7 247.4

0.1 478.2 59.4 943.2 96.6 2021.9 184.3
ICMP Spoofed src IP addr 1 452.7 76.7 1024.7 103.3 2466.8 272.6

echo ping flood Two different public IPs 10 786.2 75.5 1616.3 150.8 4318.5 1790.1
(DoS) attacked (two remote servers) 100 819.4 82.9 1438.1 141.2 5565.0 2493.8

1000 639.2 119.7 1191.4 124.4 3128.4 245.2
Spoofed src IP addr 0.1 354.3 52.9 781.2 109.8 2240.1 216.7

TCP-SYN Two remote servers attacked 1 504.6 62.6 1175.5 142.7 2699.1 328.8
flood Attacked ports: 10 724.6 118.2 2734.3 1777.2 4409.8 1666.2
(DoS) 143, 22, 138, 137, 21 100 471.9 90.5 1031.7 123.1 3964.1 1670.4

1000 426.0 59.2 980.4 106.8 3000.9 238.0
Spoofed src IP addr 0.1 323.5 48.7 693.7 108.2 2025.8 506.4

UDP flood Two remote servers attacked 1 300.1 61.7 907.4 113.7 2479.1 291.0
fraggle Attacked ports: 10 421.3 54.7 2261.8 1847.1 4028.4 1893.1

22, 80, 135, 143 100 494.2 66.7 1151.9 157.6 6565.7 3006.9
1000 578.7 62.3 1069.7 111.5 2883.7 260.8

• To cater for different types of ADSs and attacks (present
and future,) the dataset should contain different types
(ICMP, TCP, UDP, etc.) of packets with full (header
+ payload) packet information.

Existing public traffic attack datasets [33]–[36] do not sat-
isfy one or more of the above requirements. Therefore, we
collected our own traffic dataset and the rest of this section
explains our data collection experimentFor repeatable per-
formance evaluation, our labeled dataset is publicly available
at http://wisnet.seecs.edu.pk/datasets/.

3.1 Endpoint Traffic
Before the attacks were launched, some background (be-

nign) data had to be collected at each network entity in
order to train our algorithms under normal circumstances.
At the endpoint, this background dataset was collected at
three computers in our research lab. Background data were
logged during six separate periods, each one of over three
hours duration, for an aggregate of approximately nineteen
hours. More specifically, traffic was collected on six separate
days during peak hours of Internet activity, and included
traffic from activities such as peer-to-peer file sharing, soft-
ware downloading from remote servers, web browsing, and
real-time video streaming. The average traffic rates on these
endpoints varied between 200 to 650 packets/second with
a standard deviation of approximately 153 packets/second;
the high standard deviation is due to bursty video traffic.
This high, yet realistic, volume of background traffic was
introduced so that the attack traffic mixes up with benign
data and does not stand out.

During the onset of an attack, this background traffic re-
mained uninterrupted. The three endpoints were scheduled
to simultaneously launch each attack, aimed to emulate a

botnet or localized scanning scenario in which a pool of
compromised hosts exist in a network. The attacks were
launched at five different rates. The rates were progressively
increased to launch the attacks over a range of values (0.1,
1.0, 10, 100, and 1000 pkts/sec). For the portscan attacks,
the slow rates are ideal as hackers can avoid detection using
very low rates while the damage caused by DoS attacks is
more prominent at high rates.

To label the attack traffic, we set the reserved flag in the
IP header of each attack packet; this bit is unused and gen-
erally a default value of zero is used for it. In an inline
setting, the same bit may be used by a node to communi-
cate its packet anomaly score to the next hop nodes.

3.2 Lab and Research Wing Routers’ Traffic
The network at NUST SEECS comprises three distinct

wings (named as academic, faculty, and research) with the
labs located within the research wing. Traffic from each
lab is routed by a lab router (first hop) to a research wing
router (second hop). These wing routers are in turn con-
nected to a distribution router that handles traffic from the
entire school. The first hop lab router handles traffic from a
total of 28 computers running different operating systems,
applications and services. The wing router manages traffic
of approximately 50 hosts situated in three distinct labs.

Ports were mirrored on the research lab and wing routers
to receive the traffic (inbound, outbound and internally routed).
The mean and standard deviation of the background traffic
on the lab router were approximately 1220 and 620 pack-
ets/sec. Mean and standard deviation on the wing router
were approximately 3060 and 1510 packets/sec.
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3.3 Preliminary Traffic Statistics
Table 1 shows the diversity of the collected attack dataset.

At the endpoints, the background traffic rate during low
rate attacks (0.1 and 1 attack packets/sec) is two or three
orders of magnitude greater than the attack rate. On the
other hand, background traffic rate is comparable to or less
than the high rate attacks (1000 packets/sec). At the lab
router, the low-rate attacks are further diminished by large
volumes of background traffic. However, the high rate at-
tacks still comprise a considerable fraction of the first hop
traffic. At the wing router, the high rate attacks have two
to three times lesser rate than the background traffic and
therefore do not dominate the total traffic. Based on this
attack and background traffic rate diversity, we expect that
detection will become more and more difficult as we move
from the endpoints to the Wing router mainly because the
attack traffic will mix with considerable volumes of back-
ground traffic.

3.4 Anomaly Detectors used in this Study
Since it is not possible to evaluate all existing ADSs,

we selected the following four ADSs for this study: Maxi-
mum Entropy Anomaly Detector [17]; Credit-Based Thresh-
old Random Walk (TRW) Anomaly Detector [18]; Packet
Header Anomaly Detector (PHAD) [19]; and Network Traf-
fic Anomaly Detector (NETAD) [20]. The two main ratio-
nales for choosing these ADSs were: 1) Diversity in Accu-
racy : These detectors have been shown to provide varying
accuracies at different points of deployment [36]; 2) Diver-
sity in Detection Principles and Features: These ADSs use
different traffic features and detection principles and operate
at different traffic granularities.

The rest of this section briefly summarizes the basic detec-
tion principles of these anomaly detectors. Interested read-
ers are referred to the original papers for details description
of each detector.

• Maximum Entropy Anomaly Detector [17]: This detec-
tor computes real-time ADS scores of various classes of
network traffic based on a baseline benign traffic dis-
tribution. An alarm is raised if a packet class’s ADS
score repeatedly exceeds a fixed threshold a certain
number of times. We varied this threshold of obtain
accuracy points on the ROC plane. To identify mali-
ciousness at the packet level, we identified the packet
classes which exceeded the detection threshold in a
time-window and then marked all packets belonging
to that class as malicious.

• Credit-Based Threshold Random Walk (TRW) Algo-
rithm [24, 18]: The original TRW algorithm [24] com-
putes an ADS score by applying the sequential hy-
pothesis on a remote host’s connection attempts. This
ADS score is thresholded to determine whether or not
a remote host is a scanner. TRW-CB [18] is a hy-
brid solution, leveraging the complementary strengths
of Rate Limiting and TRW. A credit increase/decrease
algorithm is used to slow down hosts that are experi-
encing unsuccessful connections. We generate ROCs
for TRW-CB by varying its upper and lower hypothe-
sis testing thresholds.

• Packet Header Anomaly Detector (PHAD) [19]: PHAD
learns the normal range of values for all 33 fields in

the Ethernet, IP, TCP, UDP and ICMP headers. An
anomaly score is assigned to each packet header field in
the testing phase and the fields’ scores are summed to
obtain a packet’s aggregate anomaly score. We evalu-
ate PHAD-C32 [19] using the following packet header
fields: source IP, destination IP, source port, destina-
tion port, protocol type and TCP flags. The top n
values are thresholded as anomalous. The value of n
is varied to generate ROCs.

• Network Traffic Anomaly Detector (NETAD) [20]: NE-
TAD detects incoming IP traffic anomalies and oper-
ates on the first 48 bytes of a packet including header
in a modeled subset. It computes a packet score de-
pending on the time and frequency of each byte of
packet in the modeled subset. All packets exceeding
a certain threshold are marked as anomalous. For our
performance evaluation, we operated NETAD in the
reverse (outgoing) direction. As with PHAD, the top
n values are thresholded as anomalous.

4. SECURITY-AWARE PACKET SAMPLING
In the context of accuracy loss, which is due to packet

sampling, an important question that is still unanswered
is: For a given and fixed sampling budget, would an ADS’
accuracy improve if we can somehow sample a larger frac-
tion of malicious traffic? If this question is answered in
affirmative, another resultant question is: How much im-
provement in accuracy should we expect with such security-
aware sampling? Finally, and most importantly, how can we
design an efficient (low-complexity, low-overhead) security-
aware packet sampler to sample higher fractions of malicious
packets? In this section, we empirically answer the first two
questions by evaluating ADS’ under increasing number of
malicious samples. After establishing consistent accuracy
benefits provided by higher volumes of malicious samples,
the remainder of this section is dedicated to designing and
analytically evaluating an efficient security-aware sampler.

4.1 Impact of Increasing Malicious Packet Sam-
ples on ADS Accuracy

To empirically answer the first two questions posed above,
we use TCP portscan and TCP-SYN flood attacks at differ-
ent rates. From each attack dataset, we created five sampled
subsets each with a sampling budget of ps = 0.05 To emu-
late higher malicious packet fractions within this sampling
budget, we respectively introduced 1%, 2%, 3%, 4% and 5%
of malicious traffic samples in the five datasets. To analyze
the impact of sampling with an increasing ratio of malicious-
to-benign packets, the portscan datasets were input to TRW
and NETAD, while the TCP-SYN flood datasets were input
to Maximum Entropy and PHAD detectors.

It can be intuitively argued that a linear increase in the
number of malicious packets at an ADS’ input should intro-
duce a linear increase in accuracy; this projected linear trend
is shown as a dotted line in Fig. 1. The lines marked using
asterisks in the detection plots represent the total number
of malicious packets that are sampled in each dataset; i.e.,
the maximum number of detections that can be achieved
by an ADS. Note that for Maximum Entropy, TRW and
PHAD, a much faster than linear improvement in detec-
tion rate is observed. At the same time, the false positive
rates of these detectors decrease exponentially with an in-
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Figure 1: Linear, maximum and actual number of detections and false positives under different malicious-to-
benign sampling ratios; ps = 0.05.

crease in malicious traffic samples. Improvements for the
NETAD detector are largely linear because the detector in-
herently has a very high detection rate with very few false
positives even for the 1% dataset. It should be highlighted
that accuracy improvements get more and more pronounced
with an increase in the number of malicious sampled traffic.
The detection rates of Maximum Entropy, TRW and PHAD
quickly approach the maximum with an increase in the frac-
tion of malicious packets. For instance, the PHAD detector
achieves approximately 80% detection for the 5% dataset
as opposed to only 25% detection rate for the 1% dataset.
These detection rate improvements are complemented by
drastically reduced false positives rates.

Based on the proof-of-concept results of this section, we
conclude that a loss of sampling-induced accuracy in an ADS
is proportional to the malicious-to-benign traffic samples at
its input. Thus, in addition to being detected, these ad-
ditional malicious packets also facilitate detection of other
packets. The better-than-linear accuracy improvements achieved
by increasing the number of malicious packets in a traffic en-
semble motivates the need for a security-aware packet sam-
pling algorithm which can sample higher volumes of mali-
cious traffic. We propose such a technique in subsequent
section.

4.2 Progressive Security-Aware Packet Sam-
pling (PSAS)

At this point, we have established the considerable accu-
racy benefits of sampling higher volumes of malicious traffic.
Therefore, we turn our attention to the last question of how
a security-aware sampler will sample higher volumes of mali-
cious traffic. While having high malicious sampling rates, a
practical security-aware sampler must also satisfy the other
design constraints set forth in Section 2

We propose a Progressive Security Aware Sampling (PSAS)
algorithm which operates on the following principle: ADSs
are deployed progressively on nodes on a packet’s path. These
ADSs communicate with each other by encoding their binary
score (malicious or benign) of a packet inside the packet’s
header before forwarding it to the next hop node. The first
node uses random sampling since it has no prior informa-
tion to perform informed (security-aware) sampling. The
security-aware sampler (PSAS) operating at the next hop
uses this score as side information to sample packets marked
as malicious (by the last hop node) with higher probabili-
ties, while adhering to a given sampling budget. It should
be clear that when a packet is classified as malicious at a
node k − 1 it may or may not be classified as malicious at
the next node k. Specifically, node k−1 marks sampled and
potentially-malicious packets to facilitate sampling at node
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Algorithm 1: PSAS Algorithm

Input: Input Traffic D, Sampling Budget ps, Security-Aware
Sampling rate pso , and a random number generator rnd.

Output: Sampled Traffic d

begin1

d̂ ← 0; */ d̂ is the number of sampled marked packets. */2

foreach (Packet p in D) do3

fs ← ps − pso × d̂
|D| ;4

/* score is a bit that contains the packet’s security5
mark. */

if p.score == malicious then6

generate rnd;7

if rnd ≤ pso then8

d.add(p);9

d̂ = d̂ + 1;10

/* packets sampled by PSAS sampler become11
input to the ADS at each PSAS node. The ADS
process and calculate its malicious score. */

p.score = processPacket(p);12

end13

end14

else15

generate rnd;16

if rnd ≤ fs then17
d.add(p);18

/* packets sampled by PSAS sampler become19
input to the ADS at each PSAS node. The ADS
process and calculate its malicious score. */

p.score = processPacket(p);20

end21

end22
/* forward packet p to the next hop node */23

p.forward(p.destIP );24

end25

end26

k. Under a given packet sampling budget p
(k)
s at node k,

traffic which has been classified and then marked as mali-
cious by the ADS at node k−1 is sampled with a high prob-

ability p
(k)
so at next node k. After this security-aware sam-

pling, the remaining packet sampling budget is exhausted
by random samples from unmarked traffic.

The ADS deployed at each node k marks the classified as
malicious packets independent of the fact that a packet was
previously marked as malicious or it is previously unmarked.
The mark on a packet is used by a PSAS sampler to pref-
erentially sample the packets at the input of the ADS; how-
ever, the mark is not used as side information during ADS
processing. Hence, the ADS at each node marks the clas-
sified as malicious packets which come: 1) from the previ-
ously marked packets; and 2) from randomly sampled pack-
ets. Consequently, as compared to random sampling, PSAS
increases the number of correctly marked packets along a
packet path as the number or nodes increases

To meet the sampling budget, unmarked traffic is ran-
domly sampled according to the following sampling func-
tion:

f (k)
s = p(k)

s − p(k)
so

(p
(k)

M̂/M
+ p

(k)

M̂/B
).

The value of f
(k)
s is greater or equal to zero. In the worst

case, where all the sampled packet are marked as malicious

by a node k− 1, and sampled with p
(k)
so = 1 at the next hop

Table 2: Symbols Definitions
Symbol Definition

p
(k)
B|B Probability that an unmarked benign packet is

received at k-th hop

p
(k)
M|M Probability that an unmarked malicious packet is

received at k-th hop

p
(k)

M̂|B Probability that a benign packet mistakenly
marked as malicious is received at k-th hop

p
(k)

M̂|M Probability that a malicious packet correctly
marked as malicious is received at k-th hop

k results in f
(k)
s = 0.

PSAS’ apparently simple methodology satisfies our design
constraints:

1. It can be observed intuitively—and will be mathemat-
ically proven shortly—PSAS will sample higher vol-
umes of malicious packets if the progressive anomaly
detectors are accurate. In fact, since anomaly detec-
tion accuracy generally degrades as we move from the
endpoints to the network core [36], PSAS’ sampling
efficiency—which is driven by the previous hops—should
improve at each progressive node.

2. PSAS can be used with any ADS. In fact, since PSAS
allows different ADSs to be deployed at each hop, each
of these ADSs can be customized for the traffic char-
acteristics and attack vulnerabilities for a given point
of network deployment.

3. PSAS has no additional communication overhead be-
cause progressive nodes communicate using only a sin-
gle bit which can be encoded in unused IP packet head-
ers, thereby precluding the need for an additional com-
munication channel [15, 16] between nodes.

4. PSAS has very low complexity; empirical results sub-
stantiate this claim in the following section.

Stepwise execution of the proposed PSAS algorithm is
shown in Algorithm 1. The following section mathemat-
ically proves that under certain realistic conditions PSAS
always samples more malicious packets than blind random
sampling.

4.3 Analytical Comparison of PSAS and Ran-
dom Sampling

We first detail our assumptions and system model which
is followed by analytical comparison of the two sampling
approaches.

4.3.1 System Model and Assumptions
For analytical comparison, we make the following realistic

assumptions:

• The total sampling budget is fixed to p
(k)
s ;

• All the attacking nodes belong to the same subnet and
each node i of them generates the malicious traffic at
λMi packets per unit time;

• Benign traffic increases at each node along the path;

• Probability of correct detection of malicious packets

p
(k)
d is greater or equal to probability of false positives

p
(k)
f ; and
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Figure 2: Probabilistic model of an ADS operating
on security-aware traffic samples.

• p
(k)
s◦ = 1; this assumption is invoked to simplify math-

ematical exposition.

Based on the above assumptions, the rate of malicious
traffic at each node is the same λM , while the rate of benign

traffic at the k-th hop is
∑k

i=1 λ
(i)
B . The k-th node samples

the incoming traffic with probability p
(k)
s and passes it to the

ADS which marks it based on its maliciousness level. Two
types of traffic are received at each node: marked traffic
(i.e., traffic marked as malicious) and unmarked traffic (i.e.,
traffic marked as benign or previously unsampled traffic).

To analytically model the packet sampling operation, we
adopt a unique perspective: We treat sampling and the ma-
licious traffic detection algorithm at each node as a chan-
nel. The input of this channel comprises four types of traffic
called symbols in communication theory literature. The four
symbols are: 1) unmarked benign packets, 2) unmarked ma-
licious packets, 3) packets marked as malicious which are in
fact malicious (correct detections), and 4) packets marked
as malicious which are in fact benign (false positives). We
follow the notation described in Table 2.

The probabilities that one symbol will get mapped to an-

other is dependent on the accuracy (p
(k)
f and p

(k)
d ) of the k-th

hop ADS as shown in Fig. 2. For instance, the probability
that once sampled a marked malicious packet will again be

marked as malicious is p
(k)
d . These probabilities are tuned in

accordance with the sampling function f
(k)
s defined earlier.

At the first node, we only have two types of traffic (un-
marked benign and unmarked malicious); i.e., the probabil-
ity of all other symbols is zero. Progressive packet mark-
ings by subsequent nodes will result in the cascaded channel
shown in Fig. 3.

4.3.2 Malicious Traffic Sampling Rates
We now analytically compare the malicious traffic sam-

pling rate of the proposed security-aware sampling with ran-
dom sampling. In security-aware sampling, we sample from
two different types of traffic: marked (as malicious) and un-
marked (unsampled or marked as benign). We state the first
result based on the above sampling function as follows.

(1)(1)
( )2
λB

Node 1 Node 2 Node k

( )3
λB ( )1+

λ
kB( )

λ
kB

λB
λM

Figure 3: Security-aware sampling algorithm as a
cascaded channel.

Lemma 1. The ratio of malicious packets in marked traf-
fic is higher than the ratio of malicious packets in unmarked

traffic at any node k for all p
(k)
d ≥ p

(k)
f , where k = 1, 2, . . ..

Proofs are provided in the appendix.

The p
(k)
d ≥ p

(k)
f condition in the above lemma is quite

relaxed. Recall that, as opposed to random sampling which
samples from the entire traffic randomly, the proposed PSAS
sampler samples packets marked as malicious with higher
probability. Hence, in essence the above lemma states that

for a given sampling budget p
(k)
s , the fraction of malicious

traffic will be higher in security-aware sampled traffic.

By further constraining the relation between p
(k)
d and p

(k)
f

within realistic limits, we reach the following corollary.

Corollary 1. The ratio of malicious packets in marked
traffic is much higher than the ratio of malicious packets in

unmarked traffic at any node k for all p
(k)
d ≥ 2p

(k)
f , where

k = 1, 2, . . ..

This corollary states that, under the very reasonable con-

dition of p
(k)
f = p

(k)
d /2, PSAS will always sample consider-

ably more malicious packets than random sampling. Note
that these constraints on detection and false positive rates
should be satisfied by any practical ADS. Hence, irrespective
of the ADS used at each hop, PSAS should always sample
higher fractions of malicious traffic than random sampling.
The following section quantifies accuracy improvements pro-
vided by these additional malicious samples using the attack
dataset. We also evaluate the complexity of the PSAS algo-
rithm.

5. PERFORMANCE EVALUATION

5.1 Accuracy Evaluation
Random sampling mainly causes an increase in missed

detections. To cater for these missed detections, an ADS’
classification threshold is generally decreased so that the
few malicious packets which have been randomly sampled
can be classified correctly. Interestingly, such a strategy re-
sults in more false positive because many benign packets
are classified as malicious due to the low threshold. There-
fore, random sampling affects both the detection rate and
false alarm rate of an ADS. PSAS mitigates this problem by
sampling malicious packets preferentially.

We use Receiver Operating Characteristic (ROC) curves
to evaluate the accuracy improvements provided by PSAS.
We deploy the same ADS at each hop and repeat the ex-
periment for each of the four ADSs. ADSs are evaluated on
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(e) TRW: Second hop
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(g) NETAD: First hop
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Figure 4: ROC-based accuracy evaluation at the first and second hops (second and third nodes); results are
computed by averaging over all the attack packets of a particular attack.
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TCP-SYN flood, UDP flood, and TCP portscans. We sep-
arately input security-aware and randomly sampled packets
into these ADSs. Other sampling parameters are as follows:

p
(k)
s = 0.05; p

(k)
so = 1; k = 0, 1, 2.

We designed an experimental setup for three cascaded
nodes (Endpoint, lab router, and research wing router). The
first node (endpoint) on a packet’s path has no prior infor-
mation about the maliciousness of the packet. We randomly
sample packets at this first node. The second node along the
packet path (first hop lab router) has some knowledge about
the maliciousness of the traffic. The second node samples
the packet marked by the first node as malicious with higher
probability and the remaining sampling budget, if any, is ex-
hausted by sampling the remaining budget randomly. The
ADS at this second node marks any packets detected as ma-
licious and similarly the third node along the packet path
(e.g., the second hop research wing router in our experi-
ments) follows the same procedure of sampling the marked
packets with higher probability, marking any of the sam-
pled traffic that is considered malicious by the ADS at that
node and forwarding the (marked or unmarked) packet to
the next hop along the path.

We obtain the results on the ADSs in offline mode. First,
we input the randomly sampled endpoint traffic of the col-
lected dataset to the ADSs. The ADSs mark the classified
as malicious packets and then we use these marked pack-
ets as side information for the PSAS sampler to sample the
marked packets preferentially in the lab router’s traffic in
the collected dataset. Similarly, the PSAS sampler uses the
marked packets from the lab router traffic to sample the
second hop research wing traffic of the dataset.

Fig. 4 shows accuracy results for all three attacks aver-
aged on varying (0.1, 1, 10, 100, and 1000 pkts/sec) attack
intensities. Fig. 4 (a) – (d) show that PSAS introduces a
significant and consistent improvement in anomaly detection
accuracy. The most significant improvements are observed
for the flood attacks; for instance, at a false positive rate of
0.03 for the TCP flood at first hop, approximately 3 and 2
times higher detection rate than random sampling are ob-
served for Maximum Entropy and PHAD, respectively. The
improvement for the same attack is more significant at the
second hop; for instance, at a false positive rate of 0.015
for Maximum Entropy and 0.02 for PHAD, approximately
9 and 6 times higher detection rate than random sampling
are observed respectively.

Even for the portscan attacks at the first hop, 3 and 10
times improvements in detection rate (at 0.03 false positive
rate) over random sampling are respectively achieved for
the two algorithms. Similar or better improvements for the
portscans at the second hop are observed.

The improvements in accuracies are also quite pronounced
for TRW and NETAD [Fig. 4(e) – (h)]. For TCP portscans,
TRW can achieve twice as many detections as random sam-
pling for a false positive rate of 0.01 at the first hop and
the improvement for the same attack is more pronounced
at the second hop. Improvements for UDP flood are not
pronounced mainly because TRW is specifically designed to
detect TCP portscans. NETAD has very low false positive
rates but its detection rate saturates under random sam-
pling. For the same false positive rate, PSAS allows NETAD
to double its number of detections.

Fig. 5 illustrates the accuracies of two ADSs at the sec-
ond hop (research wing) router’s dataset under varying (high

Table 3: Complexity of PSAS and Random Sam-
pling to Sample One Second of Traffic

PSAS Random PSAS Random
Attack rate (pkts/sec) 10 10 1000 1000

Time (sec) 0.074 0.082 0.0578 0.0765

and low-rate) attack rates. It can be seen that for both the
Maximum Entropy and NETAD algorithms, the detection
accuracy is improved by a significant factor irrespective of
attack rate. For example, in the case of a low-rate attack
(considered more difficult to accurately detect as compared
to high-rate attacks), the detection accuracies of both algo-
rithms are more than double than the accuracies achieved
using random sampling. Thus, we conclude that PSAS can
improve anomaly detection accuracies regardless of the un-
derlying attack rates.

We do not show the results of the ADSs on 0.1 and 1
pkts/sec attack intensities.The reason is that the affect of
sampling on very low rate attacks is most severe and these
attacks remain undetectable. In our scenario, under sam-
pling budget of 5%, the intensities of 0.1 and 1 pkts/sec
attacks decrease to 0.005 and 0.05 pkts/sec respectively. De-
tection of such low rate attacks at today’s high speed links
is very difficult to realize and therefore we observed a 0%
detection rate for all ADSs.

5.2 Complexity and Communication Overhead
As emphasized earlier, our proposed PSAS algorithm al-

lows different nodes in the network to communicate using
only a binary score which can be easily encoded inside an IP
packet. This procedure does not utilize any additional band-
width or communication overhead. Moreover, PSAS does
not require any extra memory because the packet marks are
stored inside the packet. Therefore, additional data struc-
tures are not required by PSAS and its data memory re-
quirements are identical to random sampling.

Table 3 shows that the run-time complexity3 of PSAS is
comparable to random sampling at low attack rates. In-
terestingly, the run-time complexity of PSAS is lower than
random sampling at high attack rates. This was observed
because the random sampler generates a random number
rnd, between 0 and 1, for each incoming packet and sam-
ples the packet when the rnd is less than or equal to the

sampling budget p
(k)
s ; in our experiments we use p

(k)
so = 1

and consequently the PSAS’ sampling simply involved pick-
ing up a large number of marked malicious packets and the
overhead of random number generation was reduced.

We argue that our sampling algorithm is substantially less
expensive as compared to the normal operation of a typical
Gigabit network router which has to extract and change des-
tination MAC addresses from each packet, as well as update
the CRC value. In comparison, checking and modifying a
single bit value in each packet has negligible complexity.

The computational complexity of PSAS may be further
improved by modifying the packet marking technique as un-
der: when a packet is marked as malicious at a node k,
all the subsequent packets of the same flow can be marked
as malicious without the need of inspecting each individual
sampled packet by the ADS. However, this technique does

3Complexity is measured using the hprof tool on a dual
core 2.2 GHz Intel machine. File I/O is not included in
complexity.
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(d) NETAD: attack rate 1000 pkts/sec

Figure 5: Accuracy evaluation at the second hop (third node) under varying attack intensities; results
are computed separately for low and high rate attacks; results for other ADSs and hops are available at
http://wisnet.seecs.edu.pk/publications/2010/PSAS/.

not necessarily provide higher detection accuracy because
the detection by the ADS might be incorrect.

6. LIMITATIONS AND COUNTERMEASURES
We now highlight some limitations of the proposed PSAS

technique and offer solutions to circumvent these limitations.

• Since PSAS samples every marked packet with prob-

ability p
(k)
s◦ , if a malicious packet is skipped at node

k−1, it will likely continue to be skipped further along
its path. This problem can occur when significant por-
tion of the sampled packets is marked as malicious; the
probability of which is very low in real-traffic. More-

over, to counter this issue, the sampling parameter p
(k)
s◦

can be tuned to support detection of new malicious
packets while sustaining previously detected threats.

• Malicious packets can evade sampling by increasing
the rate of attack so that the sampling budget is ex-
hausted; e.g., DoS attacks can be used to hide portscan
attacks. This type of evasion can be mitigated by
maintaining a list of malicious hosts observed in win-
dow n and then sampling these hosts preferentially in
window n + 1.

• We do not assume that all ADSs are deployed by the

same operator, and we do indeed consider that a node
in the PSAS scheme may be untrusted (e.g., mismark-
ing packets intentionally). If a node is not trusted,
it affects the PSAS only at a single point, because at
each hop the ADS decides for a packet maliciousness
independently. The marks are only used by PSAS not
by the ADS. However, it might be possible to subvert
the effectiveness of PSAS if a malicious node intention-
ally exploits the design of PSAS - however, in order to
do this, it would need to know the PSAS sampling
parameters of its neighbours.

• Inline intrusion detection can have an adverse affect on
delay sensitive applications; for example, undesirable
jitter may be introduced in a multimedia application.
Such a scenario will only arise if the delay-sensitive
packets are marked as malicious. This problem can
only be mitigated by improving anomaly detection ac-
curacy.

7. CONCLUSION
To the best of the authors’ knowledge, this paper pro-

poses the first known solution to mitigate sampling-induced
accuracy loss in an anomaly detection system. PSAS sam-
pling is efficient, having no communication overhead and low
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complexity. We also showed that the sampling-induced ac-
curacy degradation in an ADS can be significantly reduced
by PSAS, with promising avenues for further research in this
area.
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APPENDIX
Proof of Lemma 1

Proof. The ratio of malicious packets in marked traffic

is εM̂ =
p
(k)
M̂|M

p
(k)
M̂|M+p

(k)
M̂|B

, while the ratio of malicious packets

in unmarked traffic is εM =
p
(k)
M|M

p
(k)
B|B+p

(k)
M|M

. To prove that

security-aware sampling algorithm samples more malicious

ACM SIGCOMM Computer Communication Review 15 Volume 40, Number 3, July 2010



packets than random sampling, we need to show that εM̂ is
greater than εM . That is, we have to show that:

p
(k)

B|Bp
(k)

M̂|M > p
(k)

M|Mp
(k)

M̂|B .

Putting values from our system model shown in Fig. 2, we
get

[
p
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(k)
f

)
+

p
(k−1)

B|B p
(k−1)

M̂|M

(
p
(k)
d − f (k)

s p
(k)
f

)
+ p

(k−1)

M̂|B p
(k−1)

M̂|M

(
p
(k)
d − p

(k)
f

)

Q

p
(k−1)

M|M p
(k−1)

M̂|B

[(
1− f (k)

s p
(k)
f

)
p
(k)
f −

(
1− p

(k)
f

)
f (k)

s p
(k)
d

]

(1)

All the terms at the left hand side (LHS) of (1) are positive
(> 0), while the term on the right hand side (RHS) may or
may not be positive. Comparing the uncertain term on the
RHS of equation (1) with a term on the LHS yields:

p
(k−1)

B|B p
(k−1)

M̂|M ≥ p
(k−1)

M|M p
(k−1)

M̂|B

where the inequality holds as long as p
(k)
d > p

(k)
f and the be-

nign traffic rate is higher than the malicious traffic rate.

Proof of Corollary 1

Proof. Equation (1) can be written as:

p
(k−1)

B|B p
(k−1)

M|M

(
1− f (k)

s p
(k)
f

)
f (k)

s

(
p
(k)
d − p

(k)
f

)
+

p
(k−1)

B|B p
(k−1)

M̂|M

(
p
(k)
d − f (k)

s p
(k)
f

)
+ p

(k−1)

M̂|B p
(k−1)

M̂|M

(
p
(k)
d − p

(k)
f

)

+p
(k−1)

M|M p
(k−1)

M̂|B

(
1− p

(k)
f

)
f (k)

s p
(k)
d + p

(k−1)

M|M p
(k−1)

M̂|B f (k)
s p

(k)
f p

(k)
f

>>

p
(k−1)

M|M p
(k−1)

M̂|B p
(k)
f .

(2)
All the terms in the above equation are positive as long as

p
(k)
d ≥ p

(k)
f . The term at the right side of the above equation

is smaller than the second term at the left side which implies
that the left side is much greater than the right side. By
taking only the second term from the left side, we get

p
(k−1)

B|B p
(k−1)

M̂|M

(
p
(k)
d − f (k)

s p
(k)
f

)
> p

(k−1)

M|M p
(k−1)

M̂|B p
(k)
f ,

which is true if p
(k)
d − f

(k)
s p

(k)
f ≥ p

(k)
f , a condition that is

satisfied when p
(k)
d ≥ 2p

(k)
f .
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