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Whatis IP Anycast?

One-to-Any
communication
with no changego
Internetrouting

IP Address
IF Address 21.1.1

Robustand e cient servicediscovery

I Query-Repl\Bervices DNS Root-Serverstc.
I Routing Services IPv6 transition (6to4) etc.

But its usehasbeenlimited?



Limitationsof Inter-domainP Anycast

I Wastesaddresspace

I Doesnot scaleby
number of groups

2.1.1.0/24 2.1.1.0/24

i Dicult to deply

. obtainan addressre X
. a certainlevelof expertise

i Is limited by IP routing
« inability to o er load-basedelection



Praxy IP AnycastServicgPIAS)

What is PIAS?
A practicalanycastdeplymentarchitecture

| addressesative|IP Anycastlimitations
| 0 ers newfeatures
' opensnewanycastusageavenues

Key Insight

Native IP
-——> PIAS MEMBER
CLI ENT Anycast -




Talk outline

I PIAS: basicdesign
i Designchallenges
I PIAS: actualdesign

' Newanycastapplications

' Unansweredquestions
(simulations/measurements)



PIAS:Basicldea

Deply AnycastProxies
All proxiesadvertisethe samepre x

Anycast
Proxy



PIAS:Basicldea

GroupMemlersregisterwith proxies

o
-

----- » [P Anycast

. Anycast Member
Proxy (group 1)



PIAS:Basicldea

Client(C) ) Groupl (blue group)
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] Anycast Member
Proxy (group 1)



PIAS:Basicldea

Native IP Anycastdeliverspacletsto proxies

----- » [P Anycast

] Anycast Member
Proxy (group 1)



PIAS:Basicldea

Praxiestunnelto apgopriate memkber

----- » |IP Anycast =y |P Tunnel

] Anycast Member
Proxy (group 1)



PIAS:Basicldea

Di erent client might goto a di erent memler

----- » |IP Anycast =y |P Tunnel

] Anycast Member
Proxy (group 1)



PIAS:Basicldea

Multiple groupscanregister

. ¢|
. *
.
.

----- » [P Anycast

] Anycast Member Member
Proxy (group 1) (group 2)



What doesPIASsolve?

I AddresdJsage

' E ort Amartization

I Ease-of-Use

I Backwards Compatible
I SelectionCriteria

. Q
. *
.

E cient useof addresspace

Thousandsof groupsper IP addressn pre x
Groupaddress [IP-Address]:[Brt]
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I AddresdJsage

1 E ort Amartization

I Ease-of-Use

I Backwards Compatible
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Amartization of e ort
Deplgymente ort speadacrosshousandof
groups



What doesPIASsolve?

I AddresdJsage

' E ort Amartization

I Ease-of-Use

I Backwards Compatible
I SelectionCriteria

. Q
. *
.

Easeof join/leave
No interactionwith routing



What doesPIASsolve?

I AddresdJsage

. E ort Amartization

I Ease-of-Use

I Backvards Compatible
I SelectionCriteria

No changedo clients
just asnative IP Anycast
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What doesPIASsolve?

I AddresdJsage

. E ort Amartization

I Ease-of-Use

I Backwards Compatible
I SelectionCriteria

Multiple selectioncriteria

for exampleJoad balance proximity
Groupmemlerscan be clientsfor the group!



What doesPIASsolve?

I AddresdJsage
I . .
Transferred . E ort Amatization

 Ease-of-Use
PIAS .
Infrastructure I Backvards Compatible

I SelectionCriteria

All this just by proxying?

I decoupledssuedrom routing
I canbe easilyaddressedh proxy infrastructure
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PIAS: desigrchallenges

1 Scalabiliy by
' no. of groups groupsize/dynamics
' no. of proxies

I Robustnessnd fast-failover

Membersregisterwith Join Proxies(JP)

Registrationinvolvesmember authentication



PIAS: desigrchallenges

1 Scalabiliy by
' no. of groups groupsize/dynamics
' no. of proxies

I Robustnessnd fast-failover

RendezvouProxies(RP) : keepgroupstate

groupaddressmappedto RP usingconsistenthash



PIAS: desigrchallenges

1 Scalabiliy by
' no. of groups groupsize/dynamics
' no. of proxies

I Robustnessnd fast-failover

RendezvouProxies(RP) : keepgroupstate

JPsinform RPsof memler leave/joins



PIAS: desigrchallenges

1 Scalabiliy by
' no. of groups,groupsize/dynamics
' no. of proxies

I Robustnessnd fast-failover

Hierachy: reduceloadon RPs

RPstrack JPs,JPstrack memkers



PIAS: desigrchallenges

1 Scalabiliy by
' no. of groups,groupsize/dynamics
' no. of proxies

I Robustnesand fast-failover

Overly and Routingissues



PIAS: desigrchallenges

1 Scalabiliy by
' no. of groups,groupsize/dynamics
' no. of proxies

I Robustnesand fast-failover

X

Proxy and Memker failures



PIAS: puttingit all together

Anycast: Client(C) to Groupl (blue)

Anycast Member
Proxy (group 1)




PIAS: puttingit all together

C) IngressProxy

----- » |P Anycast

Anycast Member
Proxy (group 1)




PIAS: puttingit all together

IngressProxy ) Join Proxy

..... » |P Anycast — IP Unicast

Anycast Member
Proxy (group 1)




PIAS: puttingit all together

JoinPraxy) Memkber

..... » |P Anycast — IP Unicast

Anycast Member
Proxy (group 1)




PIAS: puttingit all together

Client) IngressP.) JoinP.) Membker

..... » |P Anycast — IP Unicast

Anycast Member
Proxy (group 1)




Newanycastapplications

Anycastserviceo ered by PIAS

| practical
| easy-to-use

I scalesdy groupnumtler/size/dynamics
I groupmemlerscan be clientstoo

Applications

I Peerdiscovery. network gamesp2p
applicationsetc.

i Reachingan overly network : querying
OpenDHT, globalRON i3 etc.
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PIAS: possiblgroblems

I Stretch
L Anit y
I Proximity
Ingress Proxy Join Proxy
PIAS paths.\
Direct Path —».
Client Member

Stretch= PIAS path len. = Direct path len.

What is the stretchimposedby PIAS?



PIAS: possiblgroblems

1 Stretch : simulation

L Anit y
I Proximity

Topology

I POP-leveltopologyfor tier-1 ISPs(Rocketfuel)

1 22 1SPs,687 POPs,2825inter-POPlinks
i Annotatedlinks with actual distance(kms)

Simulation
1 SSFNETfor BGP route calculation



PIAS: possiblgroblems

1 Stretch :

L Anit y

I Proximity

simulation

Stretch Factor
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PIAS: possiblgroblems

I Stretch : simulation

L Anit y

I Proximity

3.5 —T—— 10-25-50-75-90
S 3 percentile
g 2.5 1 Median Stretch : 1.01
LL 2 H 90th percentile: 2.2 .
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PIAS: possiblgroblems

| Stretch
1 Anit y
I Proximity

A nit y : sameclientto sameingress
What is the a nit y o ered by native P Anycast?



PIAS: possiblgroblems
I Stretch

1 Anit y : measurednycasteddNS root-servers
I Proximity

Traceroute-Servers Planetlab
I 244 vantagepoints 163 Planetlabsites
i Duration: 7 days i Duration: 3 months
I Europe-centric (Dec'04-Ma'05)
distribution  US-centric

distribution



PIAS: possiblgroblems

- Stretch
1 Anit y : measuredinycastedDNS root-servers
I Praximity
0 4 j-root
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Average time between flaps (DAYS)
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PIAS: possiblgroblems

CDF

I Stretch
1 Anit y : measurednycasteddNS root-servers
I Proximity
0.45 ‘ ‘
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Average time between flaps (DAYS)
Lessthan 1 ap perday for 95% of nodes



PIAS: possiblgroblems

- Stretch
1 Anit y : measuredinycastedDNS root-servers
I Praximity
04 [ jroot - L
0.35 f-root P
w 0023 I |_r00t ................. 1
® 02 oot | Tracert-Server
0.15 | Probi
robing
0.1 _
oy [PPSO 2

001~ == "0 1
Average time between flaps (DAYS)

Lessthan 1l ap perday for 95% of nodes



PIAS: possiblgroblems

I Stretch
L Anit y
1 Praximity

Poor Native IP
Ingress

‘.

JP Member

Is native IP anycastbasedproximity useful?



PIAS: possiblgroblems

I Stretch
L Anit y
I Praximity : measuringproximity

DoesIP Anycasto er latency-basegroximity?

I measuredhe proximity o ered by root-server
anycastdeplyments
i from 40000clients



PIAS: possiblgroblems

I Stretch
L Anit y
I Praximity : measuringproximity

DoesIP Anycasto er latency-basegroximity?

I measuredhe proximity o ered by root-server
anycastdeplyments
i from 40000clients

Results(detailsin technicalreport)

I No (for a naivedeplgyment)
. 5-6 timesthe ideal proximity was common



PIAS: possiblgroblems

I Stretch
L Anit y
I Praximity : exampleof poor proximity

-~

-y -
- - -
-------------------

L
_______
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I Stretch
L Anit y
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PIAS: possiblgroblems

I Stretch
L Anit y
I Praximity : exampleof poor proximity




PIAS: possiblgroblems

I Stretch
L Anit y
1 Praximity : a simplealleviative

INGTESS. « e e mmee . P

JPTEL ISP1 T TI=s .

<E-m o
Member

Planneddeplgymentto attain proximity



Why bother?

Application-lger anycastis alreadyout there



Why bother?

Application-lger anycastis alreadyout there
Advantageof PIAS: ::

3 usefor low-levelprotocols
3 proximity is a lot easier
3 easiemranagement

3 fasterfailover
3 no extraround-trip
7 the overheadf proxy traversal



Summaeay

Praxy IP AnycastService

I practicalanycastdeplymentarchitecture

I addressesative IP and application-Iger
anycastlimitations
| opensnewusageavenues

Anycastfor the network communiy

I currentlydeplying PIAS
I publiclyusablein the nea future

http://pias.gforge.cis.cell.edu



PIAS: the metricsthat canbe o ered

Ingress Proxy Join Proxy

=,

Client Member

C) Memkeris about the sameasIngressB JoinP,



PIAS: the metricsthat canbe o ered

Ingress Proxy Join Proxy

Metric??\R

Client Member

C) Memker is about the sameasIngressB JoinP

cansupport metricssuchaslatency prop. dela etc.
scalably



PIAS: reversegath

..... » |P Anycast — IP Unicast

Anycast Member
Proxy (group 1)
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Anycast Member
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PIAS: the realpicture

..... » |P Anycast — IP Unicast

Anycast Member
Proxy (group 1)



PIAS: engineeringgsues

Scalabiliy by no. of proxies

I a clustereddeplymentmodel

I decouplegroxy dynamicsrom inter-domain
routing

ROUTER

PROXY CLUSTER



PIAS: engineeringgsues

Failures
I no impacton inter-domainrouting

| [ ROUTER |

:%ﬁ\?ﬁ'

PROXY CLUSTER




Inter-domaimoutingand Anycast!!

11-B 12 - NY 11-B 12 - NY
O O O O Anycast'edAS appeas
: L= oo simila to a
‘ ‘ \‘,' multihomedAS
ASJ AS J ASJ
11-B IE)B I1- NY 12 - NY
\\‘ ," ‘\\ ," But is di erent from
\‘ “ typicalmultihoming!
ASJ AS J

(multi-homed to providers  (multi-homed to providers
in Berkeley) in New York)
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